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Introduction 
To address massive IoT requirements many solutions have been proposed in SA2 TR. In the Connectionless data access solution a short burst of data is send by the UE without the overhead of establishing an access stratum security. The security is established directly between the UE and the NG- UP Function.

In such an architecture, many security issues have been identified and they need to be addressed. 
*********************** Proposed pCR ************************************************* 

5.14.4.1

Key issue #4.5: Small Data transfer through connectionless data access
This solution addresses key issues listed in the small data clause, #14.1 access security for small data session, #14.2 security for data over small data interface, #14.3 restricting small data resource utilization.

5.14.4.1.1

Solution details

Connectionless data access is defined in for clause 6.4.8 of SA2 TR23.799. Connectionless data access supports sending a defined small data burst without particularly establishing an AS security context. Hence the end-to-end security of the transmission is between the UE and NG-UP Function in the NG core. But this poses several potential threats which require mitigation as listed below.
5.14.4.1.2 Security threats
1. DOS attacks on the gNB connectionless access channel: An attacker can repeatedly send short data packets on the connectionless channel and hence drain resources or block access of other UEs to the connectionless access channel on the gNB.
2. DOS attacks on the NG-UP Function: An attacker can repeatedly send short data packets to the UP Gateway function in the NG core. NG core would get busy processing these packets and filter it out.
3. Packet injection or manipulation of data packets from the UE: An attacker may inject wrong packets on to the connectionless channel.
5.14.4.1.3. Security requirements
5.14.4.1.4: Security Solution

1. Define connectionless access channel as a contention based channel. A UE would go through a random access procedure whereby it selects and sends a preamble sequence associated with a unique uplink contention-based resource.  The size of the transmitted burst is limited by the characteristics of that resource.   In addition, upon reception of the preamble from the UE, the RAN may grant (or not grant) the UE access to use the preamble associated contention based resource.   A UE that abuses use of the contention based channel my thus be denied access.   Use of the contention based resource is granted only for a small duration so that only it is only possible to send a small amount of data (E.g. 1K of data) at a time. Continuous allocation of the channel to a particular UE by the gNB is not expected.

Editor’s Note: The exact details of the contention based access channel, its request mechanism for the NG-UE and allocation mechanism by the gNB are FFS in RAN WGs.

The UE is expected to have created a connectionless session context in the NG core UP function. The NG core UP function will identify the connectionless data context based on a  UE provided context identifier and validate the data. Invalid data packets are expected to be filtered out.
Editor’s Note: The exact details of the context identification in the NG core UP function is FFS in SA2. 

2. Integrity protection of short data packets. To detect injection of wrong packets, between the NG-UE and UP gateway function, integrity protection of short data packets are needed.
Editor’s Note: The exact details of the key derivation for integrity key for integrity protection of data between the NG-UE and the UP gateway function is FFS.

3. Ciphering of short data packets. Ciphering of short data packets needs to be supported between NG-UE and UP gateway function to support anonymity.
Editor’s Note: The exact details of the key derivation for encryption key for protection of data between the NG-UE and the UP gateway function is FFS.

4. RAN Protection:  If the RAN determines that the traffic characteristics of a UE using contention based access is not appropriate (according to a service profile), it shall be able to direct the UE (eg: via RRC command) to cease contention based access.   It may choose to direct the UE to use connected mode if available, use a different traffic profile or back off for a specified period.
5. UP Gateway Protection: If the UP gateway function determines that a UE using contention based access has traffic characteristics inconsistent with the expected traffic profile, if a contention based transmission fails integrity protection or deciphering, or if a UE’s contention based transmissions are contributing to gateway overload, the UP gateway shall be able to direct the UE (eg: by triggering the Control Plane to send a NAS message) to cease contention based access.   The Control Plane may choose to direct the UE to use connected mode if available, use a different traffic profile, to back off for a specified period or to cease access attempts.
*********************** End of new text ************************************************* 

